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Annual 64.2009(e) CPNI Certification for 2010 Covering the prior calendar year 2009
Date filed: February 23, 362

Name of Company(s) coverar by this certification: Praiyie Hemgrk_s,.!_i;c

Form 499 Fier ID: SEE

Name of signatory:

Titie of signatory;

I, @il Pitzer, cerilty that T am an officer of the company named above, and acting as
an agent of the company, that T have personal knowledge that the company has established
operating procedures that are aée, ate 0 ensure compliance with the Commission’s CPNI
rules. See 47 C.F.R, § 84.2001 &t 2o

Attached to this cortification as Altachment 2 5 an accomoanymg statement explaining
how the company’s fErCﬁE{ju €S ensure that the Company is in compliance  with the
requirements  (including those mandating the adoption of CPNI procedures, training,
recordkeeping, and supervisory review) set forth in section 64.2001 ot seq. of the Commission’s

rules.

The Company Praivie Metworks, LLC has not taken actions {/ &, proceedings
~ Instituted or petitions filed by tha Company at either state commi issions, the court system, or at
the Commission against data broker 3} againgt data brokers in tha past year.

The Company has nok received custorner complaints in the past year concerning the
unguthorized release of CONT.
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The Company represents and warrants that the above certificate
with 47 CFR. §1.17 which requires truthful and
Commission.  The Campany  also acknowledges

misrepresentations to the Commission are punishable u
and may subyject it to enforcament

Is consistent
accurate  statemenis to the
that false statements  ang
nder Title 18 of tha 4.5, Code
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anying Statemaent Explaining CPNI Procedures

¢! Telecommunications Consumers Division, Enforcement Bureau
Best Copy and Printing, Inc.



Attachment A

PRAIRIE NETWORKS, LLC

STATEMERT EXPLAINING HOW THE COMPANY’'S OPERATING PROCEDURES

ENSURE COMPLIANCE WITH THE FCC's CPNIRULES

I. Customer Broprietary Network Information (“"CPNI")

CPNI is definad in Sechion 222(f} of the Communications Act as (A} information that
relates to the cuaniity, technica] configuration, type, destination, and amount of use
of a telecommunications service subscribed to by any customer of a
telecommurications carier, and that is made avallable to the carrier by the customer
solely by virtue of the carrer-customer refationship; and (B) information contained in
the bills pertaining to telephone exchange service or telephone toll service recelved

by & customer of a carrfer (except that CPNI does ot include subscriber list
Information). -

Generally, CPNT inciudes personal information regarding & consumer’s uce of his or
her telecommurications services, CPNI encompasses information such as: (a) the
telephone numbers calied by & consumer; (b} the telephone numberg cafiing a
customer; (¢ the tme, location and duration of a consumer’s outbound and inbound
phone calls, and (d) the telecommunications and information services purchased by

a consumer,

Call detall information (also known as “cal records”) is a category of CPNI that is
particularly sensitive from a privacy standpoint and thet is sought by pretexters,
hackers and other Lnauthorized entities for llegitimate purposes. Call detgil includes
any informaticn that pertains to the transmission of a4 spedific telephone call,
including the number called (for outbound calis), the number from which the call
was placed (for Inbound cafis), and the date, time, location and/or duration of the
call (for alf calls),

Use and Sisclosure of CPNT Is Restricted

The Company recogrizes that CPNI includes information that is personal and
individually identifizble, and that privacy concerns have led Congress and the FOC to
Impose restrictions upon its use and disclosure, and upon the provision of access to
T by Individuais or entities inside and outside the Cotnpany.

The Company has dasignated a CENT Compliance Officer who is responsible for: (1)
communicating with the Company's attorneys and/or consultants regarding CPNI
responsibiiities, requirements and restrictions; (2) supervising the training of
Company emplovess and agenis who use or have access to CPNI: {3) supervising
the use, disciosure, distribution er access to the Compahy’s CPNI by independent
confractors and folnt venture partners; (4} maintaining records regarding the use of



CPNI in marketing campaigns; and (5) recelving, reviewing and resolving guestions
or issues regarding use, disclosure, distribution or provision of access to CPNL

Company employees and agents that may dea! with CPNI have been informed that
there are substantial federal restrictions Upon-CPNI use, distribution and access, Tn
order to be authorized to use or access the Company's CPNI, employees and agents
must receive raining with respect to the requirements of Section 222 of the
Commurnications Act and the FCC's CPNI Rules {Subpart U of Part 64 of the FCC

Rules).

Before an agent, independent contrictor or joint venture partner may receive or be
aliowed to access or use the Company's CPNL the agent’s, independerit contractar's
or joint venture partner’s agreement with the Company must contaln provisions {or
the Company and the agent, independent contractor or ot venture parther must
enter into an additional confidentiality agreement which provides) that: {a) the
agent, independent contractor or joint venture partner may use the CPNI only for
the purpose for which the CPNI has been provided: (b) the agent, independent
confracter or joint venture partner may not discose or distribute the CPNI to, or
allow access 1o the CPNT by, any othar party (unless the agent, Independent
contracter or joint venture partner is expressly and specifically required to do so by
a court ordery; and () the agent, independent contractor or joint verture partner
must imgiement appropriate and specific safeguards acceptable to the Company to
ensure the coniidentiality of the Company's CPNI,

III. Protacting of o080

1. The Company may, after receiving an appropriate written requast from a
customer, disclose or provide the customer’s CPNI 0 the customer by sending it to
the customar’s address or record. Any and all such customar requests: (1) must be
mace in wiiting; {2} must include the customer’s correct billing name and address
and telephone number; {3) must specify exactly what type or types of CENI must be
disclosed or provided; (4) must specify the time period for which the CPNI must ba
disclosed or provided; and (5) must be signed by the customer. The Company wifi
disclose CPNI upen affirmative written request by the customer to any person
designated by the customer, but only after the Company calls the customer’s
telephons number of record and/or sends a notification to the tustomer’s address of
record to verify the accuracy of this request, '

. The Company witt provide a customer’s phong records or other CPNI to a law
nforcement agericy in accordance with applicable legal requirements.
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3. The Company retains all customer passwords and “shared secret” question-
answer combinations In secure files that may be accessed only by authorized
Company employees who need such information in erder to authenticate the identity
of customers requesting call detail information over the telephone.

+ Company employees authenticate all telephone requests for CPNT in the same
manner whether or not the CPNI consists of call detail Information, That Is,
Company employees must: (a) be furmished the customer’s pre-established



password {or correct answers to the back-up “shared secret” combinations); (b)
send the requested informiation to the customer’s postal or electronic “address of
record” (see definition above),” or (c) call the customer back at the customer’s
“telephone number of record” (see dafinition above) with the requested information.

3 If & customer subtsceribes to multiple services offered by the Compeny and an
affiliate, the Company is permitted to share the customer’s CPNI regarding such
services with s affliate, I a customer doeg not subscribe to  any
telecommunications or nen-telecomnmunications seivices offered by an affiliate, the
Company is not permitted to share the customer's CPNI with the affiiiate without the
customer’s consent sursuant to the appropriate notice and approval procedures set

forth in Sections 64.2007, 64,2008 and 64.2009 of the FCC's Rufes,

6. When an existing customer calls the Company to inquire about or order new,
additional or madified sarvices {in-bound marketing), the Company may use the
customer's CPNI other than call detall CPNI o assist the customer for the duration
of the customer’s call # the Company provides the customer with the oral notice
required by Sections 64.2008(c) and 64.2008(f) of tha FCCs Rules and arter the

Company authenticates the customer.,

The Company distloses or releases cafl defail information to customers during
customer-initiated telephone contacts only when the customer provides a pre-
established password. I the customer does not provide a password, call detail
information fs released only by sending it to the customer's address of record or by
the carrer calling the customer at the telephone number of record. If the Customer
15 able to provide to the Company during a customer-initiated telephone call, all of
the call detsit information necessary to address a customer service jssue (le, the
telephone number called, when i was cailed, and, If applicable, the amoynt charged
for the eall) without Company assigtance, then the Company may teke routine
customer service actions related to such information. {However, under this
creumstance, the Company may not disclose to the customer any call detail
information about the customer account other than the cali detail information that
the customer provides without the customer first providing & password, )

7+ The Company uses, disclnses, and/or parmits access to CPNI in connection with
Company-initiated marketing of services to which 2 customer does not already
subscribe from the Company (out-bound marketing) oriy pursuant to the notice and
approval procadires set fortlt in Seclions 64,2007, S4.2008, and 64,2009 of the
FLCs Ruies.  All proposed out-bound markes- - ~Jes are raviewed by the
Company’s CPNT Compliance Officer for compliar: : - the CPNI restrictions and
requirements in the Communications Act and the FU. &ules,

8. The Company malntaing appropriate paper andfor electronic records that allow
its employees, independent contractors and joint venture partriers to cleatly
establish the stafts of each customers Out-out andjor Opt-In approvals (if any)
prior to use of the customer’s CPNIL  These records include: (i) the date(s) of any
and all of the customers deemed Optout approvals and/or Optin approvals,



together with the dates of any medifications or revocations of such appravals; and
(i) the type(s) of CPNI use, access, disclosure and/or distribition approved hy the
customear.

9. Before a custoiner's CPNI can be used in an out-bound marketing activity or
campaign, the Company’s records must ba checked to determine tie status of the
customer’s CPNI approval. Company employees, inciependant contractors and joint
venture partrers are required to notify the CPNI Compliance Officer of any access,
accuracy or security problems they encounter with respect to these records.

If new, additional or extended approvals are necessary, the CPNI Compliance Officer
wili determine whether the Company's “Opt-Gut CPNI Notice” or "Cpt-In CPNI
Notice” must be used with respect to various proposed  out-bound matketing
activities.

10.  The CPNI Compfiance Officer will maintain a record of eaeh out-bound
marketing activity or campaign, including: (i) a description of the campaign; (if) the
specific CPNI that was used in the campaign: {iiiy the date and purnose of the
campaigr: and (iv) what products and services were offered as part of the
campaigr. This record shall be maintained for a minimum of cne year,

1L The Company's employees and billing agents may use CPNI to Inftiate, render,
bill anc coflect for telacommunications services.,  The Company may obtain
information fom new or exsting customers that may constitute CPNI as part of
applications or requests for new, additional or modified services, and its employees
and agenis may use such customer information (without further customer approval)
to initiate and provide the services, Likewise, the Company’s employees and billing
agents may use customer sarvice and calling records (without cusromer approval):
(@) to bill customers for services rendered to them: (b) fo investigate and resolve
disputes with customers regarding thelr bills; and (¢) to pursue legal, arbitration, or
other processes to collect Iate or unpaid bills from customers.

12. The Company’s emplovees and agents may use CPNI without customer
approval to protect the Comgany’s rights of property, and to protect users and other
carriers from fraudulent, abusive or llegal use of (or subscription to) the
telecommunications service from which the CPNLis derived,

Because allegations and Investigations of fraud, abuse and ilegal usa constitute veary
sensttive matters, any access, use, disclosure or distribution of CPNI pursuant to this

Section must be éexprassly approved in advance and in witting by the Company’s
CPNI Compliance Officer.

13. The Company’s employees, agents, independent contractors and joint vernture
partners may ROT use CPNI to identify o track customers who have made calls ta,
or receives calls from, competing carriers, Nor may the Company’s erriployees,
agents, independent contractors or joint venture partners use or disclose CPNI for
personal reasons or profit,



14. Compary poficy mandates that files containing CPNI be maintained in a secura
manner such that they cannot be used, accessed, disclosed or distributed by
unautherized individuals or in an unauthorized manner.

15. Paper files containing CPNI are kept in secure areas, and may not be used,

removed, or copled In an unalthorized marner

16. Company emplovees, a ents, independent contractors and ioint venture partnars
pally EMRIoYE ! ] D

are regured 1o notify the CPNI Compliance Officer of any access or security

problems they encounter with respect to files containing CPNI,

17. The Company may permit its custamers to establish onfine accounts, but must
require an appropriate password o be furnished by the customer before he or che
can access any CPRE in his or her online account. Passwords may NOT ba based
upon readily obfainable biographical information (eg., the customers name,
mother's malder name, sodal security number or date of birth) or account
informaticn {&.g.. the customer’s telephone number or address).

18. Customers may obtain an inital or replacement password: (i) if they come In
person o the Company’s husiness office, produce a driver’s license, passport or
other governmant-issued identification verifying their identlty, and correctly answer
certain questions regarding their service and address; or {ii) If they call 5 specified
Company telephane number from their telephone number of record, and then wait
at that number until & Company representative calls them back and obtains correct
answers o certain guestions regarding their service and addrase,

19. The Company wili notify customers immediately of certain changes in their
accounts that ynay affect privacy or security matters.

a. Tha tvpes of changes that require Immediate notification incdude: (a} chiange
or request for change of the customers password; (b) change or reglest for
change of the custamer’s address of record; (c) change or request, for change of
any significant element of the customer’s online account; ard (d) a change or
request for change to the customer’s responses with fespect 10 the back-up
means of authentication for lost or forgotten passwords.
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b. The notice may be provided by: (2) a Company call or voicemail to the
customer’s telephone number of record; (b) a Company text message to the
custorner’s telephona number of recard; or {(0) a writtert ot = malled to the
customer’s adaress of record (to the customers prior addres: 5 record i the
change incitdes a change in the customer’s address of record).

C. The notice mugt identiiy only the general type of change and must ot reveal
the changed information.

d. The Comnpany amployee or adent sending the notice must prepare and furnish
to the CBNE Cornpliance Officer & memorandum containing: {a) the name,
addrass of record, and telephone nursber of record of the tustomer notiffed; (b)



a copy or the exact wording of the text message, written notice, telephone
message or voicemall message comprising the notice; and () the date and Hme
that the notice was sent,

20. The Company must provide an initial notice to law enforcement and =
subsequent notice o the customer if a seCurity breach results In the disclosure of
the customer’s CPNT i & third party without the customer’s autharization.

a. As soon as practicable (and in no event more than sever; (7) days) after the
Company  discovers that a parson (without authorization or exceeding
authcrization) has intentionally gained access to, used or disclosed CENI, the
Company must provide electronic notification of such breach ta the Urited States
Secret Service and 1o the Federal Bureau of Investigation via & central reporiing
facifity sccessed  through a  Iink  mainiained by the FC  at
http:/fwwaw.fee.gov/eb/opni.,

21. The Company will rovide customers with access to CPNI at its retall locations if
the customer presants a valid photo ID and the valid phote ID matches the name on

the account,

22. The Cornpany takes reasonable measures to discover and protect against activity
that is indicative of prefexiing Induding requiring Company employees, agents,
independent contractors and jeint venture pariners Yo notify the CPNI Compliance
Officer immediately by volce, voicemail or emall of: (a) any suspicious or unusual
call requesting & customer's call detall information or other CPNI {including a call
where the caller firnishes an incorrect password or ncarrect answer 0 ohe or hoth
of the “shared secrat” question-answer combinations); (b) any suspicious or unusual
attempt by an individual to change a customer’s password or account information
(including providing inadequate or Inappropriate identification or incorrect “address
or record,” Melephone number of recard” or other slgnificant service information);
(¢} any and 2l discovered instances where access to the Company’s electronic filas
or databases containing passwords or CPNT was denled dus to the provision of
incorrect logins and/or passwerds: and (4 any complaint by a ~stomer of
uUnauthorized or inapprapriate use or disclosure of his or her CPNT The CPNI
Compliance Officer will request further infarmation in writing, and investigate or
supervise the investigation of, any incident or group of incidents that reasonably
appear to entall pretexding,

IV. CPNI Comipgliance Oificer

In addition o the specific matters required to be reviewed and approved by the
Company’s CPNI Compliance Officer, empioyess and agents, inderandent
contractors and joint venture partners are strongly encouraged to bring any and alf
other questions, issues or uncertainties regaiding the use, disdos.re, o access
CPNT to the altention of the Companys CPNI Compliance Officer for appropriate
Investigation, review and guidance. The extant to which 3 particular employee or
agent brought a CPNJ rnalter to the attention of the CPNI Compllance Officer and
received appropriate guidance 15 a material consideration In any disciplinary action



brought against the employee or agent for impermizsible use, disclosure or sccess to
CPNI.

V. Disciplinary Procedures

The Company has informad its employeas and agents, independent contractors and
jolnt venture partners that it considers cempliance with the Communications Act and
FCC Rules regarding the use, disclosure, and access to CPNT #5 be very important,

Violalict by Company employees or agents of such CPNT requirements will lead to
disciplinary action {including remedial training, reprimands, unfavorable parformance
reviews, probation, and termination), depending upon the drcumstances of the
viofation (inciuding the severity of the violation, whether the viclation was a first
time or repeat viciation, whether appropriate guidance was s0Ught or received from
the CPNI Compliance Officer, and the extent to which the viokaton Was5 or was not
deliberate or maliciaus),

Violation by Company independent contractors or joint venture partriars of such
CPNI regquirements will fead to prompt disciplinary action {up to and including
remediat trairing and termination of the contract),



